Panoptes
Alarm Management Server

Panoptes - Alarm
Management Server
Fotech’s alarm management server,
Panoptes, provides accurate and
actionable alarms and displays
them on a map to help you protect
your assets.
Using advanced AI technology, Panoptes differentiates
between background noises and real threats to ensure
you have the information you need to respond safely
and effectively.
When acoustic events occur along a fibre optic cable,
they are detected by Helios® DAS, which processes all
the acoustic data received and applies its detection
algorithms to identify and classify events (e.g. digging,
climbing, and pipeline leaks).
Each event is instantly delivered to the Panoptes
alarm management server. It evaluates all the events it
receives, assesses the location, persistence, cadence,
and movement of the event. With its advanced artificial
intelligence, the Panoptes server determines if an event
is a ‘threat’ to the integrity of an asset and when to
raise the alarm.
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Panoptes System Alarm Control

This minimises false and nuisance alarms and ensures
you only receive accurate information about genuine threats.
Panoptes manages alarms using user-defined thresholds:
Green, Orange, or Red level; giving you the ability to tailor
alarms to what is important to you, in each zone and at
specific times of day.
With bespoke commissioning that considers the type of asset, the threats and integrity issues
faced, and the anticipated response time, Panoptes ensures that you have the right information
to make a quick and proportionate response.
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Key Benefits:
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•

Accurate and actionable information on threats
and integrity issues in real-time

•

Advanced alarm management minimises false
alarms and background noise to ensure users are
alerted to real threats only

•

Manage multiple Helios DAS units with a single
Panoptes server

•

View and manage alarms along the full length of
your asset from a single Map GUI

•

Multi-platform alarm support, allowing multiple
users and third-party systems to be alerted to
threats and equipped with actionable information
for a quick and proportionate response
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Panoptes Features:
•

Multi-platform alarm delivery, including XML over HTTP, Binary, Email or SMS

•

Acknowledge alarms and access supporting information using a remote web-interface

•

Integrate into control rooms with SCADA over Modbus

•

User calibration supported via the map interface

•

Set and manage time/zone based alarm suppression

•

Maintain system and alarm logs

•

Alarm report management with enhanced user configuration options for alarm notifications

•

Offline Maps*, with multi-layer functionality for user annotations and markers

•

User-defined event types and icons

•

Support for multiple languages†

•

Remote operation on touch-screen mobile devices

•

Enhanced redundancy features

*Support for offline map servers that support the Leaf interface.
†For further information on multi-language options, please contact your local representative.
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Fully Customisable:
With Panoptes software, users are in control. Manage
your alarm thresholds - Green, Orange or Red level –
tailoring your alarms to the ‘what, where, and when’ that is
important to your network.
Gain actionable insights into your unique activities and integrity issues, whether you are
protecting pipes, monitoring borders, or maintaining roads. Panoptes gives you the right
information to make a quick and proportionate response based on your own security or
maintenance arrangements.
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Application Examples:
•

Monitoring pipelines for leaks, theft, or damage

•

Protecting borders or perimeters from unauthorised access

•

Maintaining and protecting power and telecommunications
infrastructure

•

Monitoring the performance of mass transit systems

Speak to your local Fotech representative to find out how the
Panoptes Suite could inform your network.
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Case Study - Pipelines in India
Theft from pipelines is a significant issue for oil and gas
operators in India. With Fotech’s assistance, operators
are stepping up their prevention measures, using DAS
technology along their pipelines.
Over a recent six-month period, 26 separate hot tapping incidents were detected
on a single pipeline using our pipeline monitoring solution. These tapping attempts
were stopped before the thieves could steal any product from the pipeline, with
Panoptes providing timely, actionable information for the operators to direct their
security responses.
The Panoptes software also used data it received to raise an alarm over a more
sophisticated theft attempt, in which criminals dug a 20m tunnel from a building to a
nearby pipeline over a 2-3 week period. The DAS solution identified and located within
a 10m area the sporadic activity associated with tunnelling. This, cross referenced
with other security data, enabled response teams to find the tunnel and confirm the
criminals’ hot-tapping of the pipeline.
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Head Office

Get in Touch
Fotech has been a trusted
partner to our customers for
more than 10 years.
Serving a range of sectors and customers
worldwide, we’ve helped optimise many different
business processes, shaped decision making,
reduce costs, and solved conventional challenges.
We’re excited to answer your questions or share
how we’ve helped solve problems similar to yours.

www.fotech.com
team@fotech.com
+44 1252 560 570
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Titan House
Redfields Industrial Park
Church Crookham
Hampshire
GU52 0RD
United Kingdom
Phone: +44 1252 560 570

Calgary Office
Suite 280
700 6th Avenue SW
Calgary
T2P 0T8
Canada
Phone: +1 403 852 5696

New Jersey Office
120 East Main Street
Suite 143
Ramsey
New Jersey 07446
USA
Phone: +1-281-220-3566 X 500

Singapore Office
Registered Representative – 7 Straits View
#26-01 Marina One East Tower
Singapore 018936
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