LiveDETECT®
The world’s most reliable real-time
linear asset monitoring technology

Protect Your Valuable
Linear Assets
LiveDETECT® helps you monitor and
protect your linear assets against damage,
illegal incursion and theft, or provide early
warning when equipment, such as cables,
start to malfunction.

Fotech’s LiveDETECT® solution processes
vast quantities of data in real-time and
extracts the actionable information
needed to protect your linear assets.
The system then warns against many of these threats, monitoring and protecting
your assets 24 hours per day, every day. Allowing you the opportunity to
respond quickly to intervene and stop illegal activity or prevent an incident,
saving money, increasing security and preserving your company’s reputation.
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Industry Leading
Technology and Services
LiveDETECT®II delivers a fully integrated and networked
sensing solution based on the world’s most advanced
fibre optic Distributed Acoustic Sensor (DAS).
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Fotech
challenges
the
standards
for
infrastructure and asset management and
security, helping customers solve businesscritical issues, even in harsh, densely populated
and remote locations:

•

Identify hardware faults and prevent further
damage

•

Protect against accidental damage by
maintenance crews

•

Detect, locate and prevent attempts to
breach a fence, or wall

•

Detect, locate and deter illegal border
crossing

•

Detect, locate and target unwanted ThirdParty Interference (TPI) on cables, critical
infrastructure and roads

Perimeter Intrusion Detection Systems (PIDS)
are recognised across the globe as a proven
technology for the protection of assets. With
thousands of kilometres of assets, perimeters,
and borders already being protected by
Fotech’s solutions every day, you can be certain
that your asset is protected by a robust, reliable
and proven technology.
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What is a Distributed
Acoustic Sensor (DAS)?
A DAS interrogator converts a
standard communications single
mode fibre into thousands of
extremely sensitive acoustic and
vibration sensors.
The Distributed Acoustic Sensor connected to one end of the
fibre uses a laser to send thousands of short pulses of light
along the fibre every second. A small proportion of the light
travelling in a fibre is reflected back by the process known as
Rayleigh Backscatter.
Vibrations from the surrounding environment, will disturb the
light in the fibre and will therefore be observed by the DAS
interrogator. As the data is processed in real time, advanced
algorithms can recognise the unique signatures of each type
of event. The events that are of concern are reported to the
alarm server. The system can then show an operator the
precise location of the threat, provide information about what
event has taken place and give the operator the opportunity to
make a timely and proportionate response.
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Fotech’s DAS system includes a highly configurable sensor,
which means that the laser pulse frequency, pulse width and
many other parameters can be controlled enabling the system
to be tuned to each customer’s specific requirements.

Rayleigh Backscatter
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The simplest way to think about this technology is
to imagine a series of thousands of microphones
distributed along the length of your asset, every
microphone is monitored, and we can track multiple
events simultaneously.
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The frequency with which we can
pulse the laser is determined by the
length of the fibre, as we can only
have one pulse of light in the fibre at
a time. This in turn, determines the
acoustic bandwidth of our sensor.
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LiveDETECT®II A Modular Asset
Integrity Management
System
The LiveDETECT II modular
system allows for a swift
installation and the opportunity
for future expansion as your
perimeter, protected border or
asset network grows.
By using a combination of modules to build your overall
solution, we can tailor make your linear asset management
system to suit your needs. The three principle modules that
are used to build your unique solution are:
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1. The Monitoring & Sensing Module:
One, or more Helios® DAS and a Panoptes alarm
management server, co-located in a rack.

2. The Sensing Module:
Allows the solution’s sensing range to be readily
expanded and networked with multiple Helios DAS
networked together to cover the area you want to
secure.

3. The Monitoring Module:
Contains a Panoptes Alarm Management Server, which
may be located away from the asset area, for example
at an operator’s central security monitoring facility.
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LiveDETECT®II system solution
brings the added capability of
Helios DAS X3, our dual-channel
technology that provides:

•

Long range systems (up to 100km*) for use along, for
example borders

•

Perimeter Loops, dual channel configuration for a
perimeter security application delivering fibre break
redundancy

•

Corridor configuration monitors both sides of an
asset corridor with parallel fibres, enhancing detection
information (e.g. travel direction for borders) and
providing fibre redundancy

*50km of fibre optic cable with a one-way optical loss of up to 12.5dB. Range
is dependent upon quality of fibre, local environment, and the specific detection
streams required.
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LiveDETECT®II System Alarm Control

LiveDETECT®

Helios® DAS – Continuous Listening
Each Helios DAS is responsible for a certain
section of the area being monitored. It runs
algorithms on the acquired data to recognise
events, such as walking, digging, or the
signature of a suspected breach.
One, or more Helios DAS will then report these
events to a Panoptes Alarm Management
Server, which is where the logic is applied, and
decisions are made according to the thresholds
set-up during commissioning.
If for example, a Helios DAS repeatedly reports
digging events, then after say 30 seconds,
Panoptes may raise a Green Alarm. If the
digging continues for another minute, it may be
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elevated to an Orange Alarm and after another
minute it may become Red.
Each level of Alarm may prompt different
actions and the timings may be altered
according to the local situation. For example, if
the monitored perimeter is far from the guard
house, we may set the alarms to go off sooner
and set the guards on their way more quickly.
Panoptes can also send messages to an
integrated security platform, such as Genetec
Security Centre, so that output of the
LiveDETECT can offer a consolidated view
and be considered alongside other monitoring
sensors, such as CCTV.
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EDAM - Listen, Analyse and Evolve
Our Enhanced Data and Acoustic Management
(EDAM) platform is an advanced processing
solution which may be added to each Helios DAS
and Panoptes. It allows you to identify and record
segments of data, which we call Areas of Interest
(AOIs), so you can store, replay and listen to the
acoustics of the monitored asset.
With EDAM you can gain deeper
insights and investigate historical
trends of acoustic activity
along your asset:
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•

Listen to any activity along the asset, even if no
alarm has been raised at that point

•

Listen and view the soundfield and spectral
content of the noise causing an alarm

•

Automatically capture DAS data for an AOI

•

Access audio and spectral content and
soundfield information for up to 3 months after
an event

•

Select any location on the fibre and listen to
and view the soundfield and spectral content of
the acoustic energy generated at that location

EDAM is useful to:
•

Facilitate a deeper investigation
into an alarm

•

Apply machine learning to further
improve the detection algorithms
and write code for the detection
of new kinds of threats
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LiveDETECT® can be integrated
with other sensors, such as
CCTV, thermal cameras, or
Infrared sensors for complete
protection of an asset.
For the most effective response to a threat to an asset,
LiveDETECT can be integrated with a UAV (drone)
system, such that when a threat is detected a UAV can be
automatically launched and fly to location to identify further
details about the threat, let intruders know they have been
detected, warn them away or follow them.
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With algorithms optimised for perimeter security
LiveDETECT can be further used to provide the location
of disturbances on fences, walls and borders around
key assets.
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World Class Service
Leading technology deserves
to be partnered with a service
offering second to none.
Which is why we offer world class service and support
both during set-up and maintenance with specialist
team support on hand throughout the process.
The LiveDETECT® solution is designed for an efficient
installation and ease of maintenance providing reliability
of the system, increasing its lifetime and ensuring the
maintenance is economical.
Talk to us about a bespoke service solution that meets
your unique needs.
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About Fotech
Securing visibility and certainty
in a changing world. At Fotech,
we believe in empowering our
customers with knowledge and
reliability to solve businesscritical challenges.
We achieve this through developing and deploying the world’s
most advanced infrastructure monitoring technology, that
reduces risk and protects assets.
Our cutting-edge fibre optic sensing solutions are especially
useful in the security, smart cities, intelligent transport and
oil and gas sectors. We are constantly innovating ways to
optimise processes and serve new markets.
For more information visit www.fotech.com
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Fotech Sectors
Smart Cities
Intelligent Transport

Infrastructure

Pipelines

Cables Power
Cables Communication
Other Infrastructure

Onshore
Subsea

Security
Perimeter Security
Border Security
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Head Office

Get in touch
Fotech has been a trusted
partner to our customers for
more than 10 years.
Serving a range of sectors and customers worldwide,
we’ve helped optimise many different business
processes, shaped decision making, reduce costs,
and solved conventional challenges.
We’re excited to answer your questions or share how
we’ve helped solve problems similar to yours.

www.fotech.com
team@fotechsolutions.com
+44 1252 560 570
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Titan House
Redfields Industrial Park
Church Crookham
Hampshire
GU52 0RD
United Kingdom
Phone: +44 1252 560 570

Calgary Office
Suite 280
700 6th Avenue SW
Calgary
T2P 0T8
Canada
Phone: +1 403 852 5696

New Jersey Office
120 East Main Street
Suite 143
Ramsey
New Jersey 07446
USA
Phone: +1-281-220-3566 X 500
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